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CTATUCTUHMECKUE OAHHDBIE O KUBEPMPECTYIMHOCTHU

l[,,
w/ ~ 3322023 - 2,6 mnH. pybneit
Q 3a 2024 — 6onee 1,4 mnH. pybnen
ExxeHepenbHo okono 380 npectynneHunm

TpeTba YyacTb permncrpupyerca 8 MmnHcke

CambIMm BO3pacTHbIM noTepneswmnm no 86 ner,
OHW YCTAHOBW/IN NPUNOXKEHMNE

Kon-Bo npectynneHuit B cTpaHe
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MopTtper XXEPTBbLI
KubepnpecrynHuka

eHLWmnHbl (60%)
oT 31 no 45 net (33,2%)

A TpysoycTpoeHs

C BbicLLMM 0bpa3oBaHuem (40%)

Cnocobbl coBepLieHUn
MoweHHn4yecTBa 60%

XuweHus nmyLectsa, nytem moampuKkaumm komn. uHe. 30%

He3akoHHbIM 060pOoT cpeacTB nnatexa 4,1%

HecaHKUMOHUPOBAHHbIN AOCTYN, YHUUTOXKEHUE,
6noknposaHue, moanudukauma n nHbole 3,9%

Bbimoratenoctsa 3,3%
3aBeoMO NoXHoe coobuieHne o6 onacHoctu 1,6%



MHTepHeT-MOLUeHHUYeCTBa U XULLLEHUA C UCMOJIb3OBaHUEM CEeTH
MHTepHeT cocTaBnaloT 6onee 90% oT Bcex KubepnpecTtynieHnm

PeknamMa B MecceHaKepaX,
coobLieHmne B couceTax

Bnagenblbl caMuU nepeBoaaT
OEHbIM 33 HECYLLIECTBYOLLINI
TOBap, 0OBepas peKiaMe B
NHTepHeTe, nnm nocne
CoobLEeHNSA (TEKCTOBOIO U
FOJTOCOBOIO) C MPOCbOHO
POOCTBEHHWMKA MTN 3HAKOMOIO
N3 COLUMANbHOM CETWU..

OocTyn K aKKayHTy

[Tocne 3aBnageHMa ogHUM
AaKKAQYHTOM MOLLUEHHUNKMK C
Hero paccblnatoT Apyrmm

KOHTakKTaM PpenkKoBble
FO/I0OCOBbIE NIV TEKCTOBbIE
coobLeHmna ¢ npocbbon
nepeBecTn OeHbrn.

NEPE-
BO/L

AKKA-
YHT

OEHDbI'U

3BO-
HOK

OAH-
HbIE

3BOHOK B MecceHaXepe

MoLweHHUKN NpeacTaBnsaloTCcs
COTPYOHMKaMM
MNpPaBOOXPaHUTENbHbIX OPraHoOB,
6aHKOBCKMX OpraHmM3aumn,
PaboTHMKaaMM ONepPaTopoOB
CBA3U, POACTBEHHMKAMM.
Y6eXxparKT yCTaHOBUTH
nporpaMmMHoe obecrnedvyeHume,
NoNy4YnTb KpeauT, NepeBecTu
OEeHbIM Ha «3alUMLLEHHbIN cUeT».

Nony4yeHue
nepcoHasibHbIX AaHHbIX

PULLUNHT nogoenbHble canTbl
GaHKOB, KPUMTOOUMPXK UK
MOOUIbHbIE MPUNOXKEHWA
onepaTopoB CBA3W.

[Mony4ymB NMYHbIE OaHHbIE
NN OEHbIN, MOXULLLAIOT UX.



CyTb CXeMbl

MOLUEHHUKN NpeacTaBnaoTCs
COTPYAHWMKaMM MPaBoOOXPaHMUTENbHbIX
OpraHoB, paboTHMKaMKM BaHKa, oNepaTopPoOB
CBA3UM UM TOCOPraHoB.

ICnonb3yoT NCUxoiormyeckme yroBKY,
UIrPatoT Ha YYyBCTBaxX, CHavana yrpoxatoT Unim
CcoobLLaloT 0 Npobneme, MOTOM NpeasaratoT
MOMOLLb B ee peLlueHUW.

Y6exaatoT yCTaHOBUTb MporpaMmMHoe

obecneyeHme u nepenartb KOO permctpaunn,

MM NONYYUTb KPeanuT N NepeBecTn OeHbIn
Ha “3aWMLLeHHbIN” cyerT.

Pecnybanka beaapycs

MW JTU LI 51

ABNAETCA WIEHOM BAHKO,
PECNYSAMKN BEnAPYcs
TABENbHbINA HOMEP

MPEACERATENS (|

AEACTBUTENLHO Ao
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LDobasuTb
, RO6pbIA AeHb.
NoGpbii
‘{ Kak obcroaT Bawm gena?
Xopouwo

Bbl No kakoMy Bonpocy?

| Csamn ceasanca?

| Ceit4yac NpoxXoauMT NpoBepKa Haluen
OPraHnsaumy, KT0-10 M3 COTPYAHUKOB
MOAO3PEBALTCA B CNOHCUPOBAHUU
Teppop13amMa, Kakue-To Nepesofbl, CaMm
TONKOM HUYEro He NnoHsn, ¢ Bamu Gyper
CBA3LIBATLCA

3T0 COTPYAHMK
. Byaer

3a£aBaTh BOMPOCHI HA KOTOPbIE HYXXHO
OTBETUTD.

[eno cepbé3xoe, npuesxanu nNiau 13
KOMWTETa, Npocbba HUKOMY 13
COTRYAHNKOB He CoobLWaTe AaHHYI0
UHpOPMaLMIO, KOMY HYXHO cooBumTb
caenato 3Te NMYHo. Koraa oH ¢ BaMu
CBAXETCA - CoobWMUTe MHE, XOpoLWwo?

Her. 1 He 3Hal0,KTO 370

WpuHa Hukonaesa w

9 despans
Hartanbs HukonaesHa, 406pbIi A€Hb.

[o6pbiit aeHb, UpuHa BnagummpoBHa.
14:39 W

Kak o6¢cToaT Bawm gena?

Bce HopmanbHo. YTo-To cayuunoch?
14:42 &

9710 3amMevaTenbHo, ¢ Bamu Hosal
cBA3bIBANCA?

He NOMHIO TaKOro...9T0 KTO TaKon? 1445 .

Ceiy4ac NpoxoAuT NpoBepKa Hallero
yue6HOro 3aBefieHus], KTO-TO U3
COTPYAHMKOB NOA03pPEBaETCs B
CMOHCUPOBaHUN TEPPOPU3MA, KaKNe-TO
nepeBofbl, Cama TONIKOM HUYEro He
noHsna. Moka NonpoLuy Konieram HU4Yero
He roBopuTb. KoMy HY)XXHO 6yaeT coobLmnTb
- CAenato 3To JIMYHO.

C Bamu cBsxetca HoBaw Anekceit
Bnaaumuposuy, ato coTpyaHuk Kk
KOTOpbIil 3aHMMaeTcs 3TuM genom. byaer
3ajaBaTb BOMNPOCHI.

0, Boru! Kakve nepeBogbl? XopoLio..
14:48

a NO3BOHSAT, COOBLUTE MHE.

il 27%8

<« @ Arryp

B cetun

MpuBeT 2530

f1 3aBTpa BepHy
EcTb 2030
3aueM Te6e? 7030
Cnacu6o

[a MHe onnaTtuTb Hago, a Ha KapTe
HUYero Het

5208 1300 0020 2063

1 3a KOMUCCUIO BEPHY

Ha komuccuio nopur 20:31 v

Hanuwm Kak npuayT 2031 w7

o8- ce s

LS Mepeson C xapTe Ha KapTY 17 %o






CyTb CXeMbl

MOLUEHHMKM CO30at0T NogaefibHble
CalTbl KOUMNTOOUPXK NNK
MHBECTULLIMOHHbIX NNAaTHOPM.
PasMellatoT peknamy B VIHTepHeTe.
[MOoObICKMBAIOT 3aMHTEPECOBAHHbIX B
MacCMBHOM goxoe Nntogen, roToBbIX
B1IOXXVTb pealibHble AeHbIrn B
demnKoByIo 6UPIKY, AKOObI Mof,
«PYKOBOACTBOM KypaTopay.

Ha nene okasbiBaeTcq, UTo
3apaboToK, BUOMMbIN Ha aKpaHe,
BCero MMl b HAPUCOBAHHDbIN.

JIlerkux npeHer HE BbIBAET.
PeknamMa nHBecTmumnm paboTtaeTt
Mo NPUHUMMNY PUHAHCOBOU NMMUPaMUObI.

OTKAUK Ha peKnamy 1 3anonHeHune
dopmbl 0bpaTHOM CBA3MW.

3BOHOK OT KypaTopa (Tpenaepa)

C NpeanoXeHNEM B/IOKUTb
AeHbru B uHeBecTuuumn. MHoraa
MOXeT 6blTb N0 MOBUNBHOU CBA3MN.

[Mpu nonbITKe BbIBOAA AEHEr ¢ bUpXKU
HeobxoaMmo oniaTUTb B3HOCHI,
HaNOrM, KOMUCCUIO, NOLLUNNHY

N NPOYUE NNATEKMN.



MPUMEPBI NOAAENIbHbIX NNTATGOPM

BANA e nAPA U BEHL MAPNM  CHOBORHLE
0.00USD 0.00USD 0.00USD 0.00USD 0.0/ 0.00USD  0USD

oc m [c awr 0O-

AUDCAD v (%% o o) ELT I S « AUDCAD x
Moyemy 3TO BbIrOgHO YTO HYXKHO caenaThb, 4Tobbl HauaT
_ + s Ans obbIYHbIX rpaXkaaH sapabaTbiBaTh ¢ Fasnpom UHBecT yxe

BT @ - ol

] ] I ja--u ‘ = cenyac?
l'l.l .—'--. 0 3uaunTensxan npubeins npu
L4 MUHUMENEHEX PICKIX 33periCTPNPOEITECR HA AHHOM CaNTe B (opMe suiwe
°
1000.00 AUD [oXaaTeCA 3B0HKE OT KOHCYNETEHTE kounakmM Maznpom WseecT u noaTeepANT:

L] permcTpauno
$6.5617
* OnMH M3 C3MLIX AOXOQHEX 3KTHEOR

Bubpars XKenseMy0 CyMMY H3 C4ET i yx= uepes 30 aHel nonyunTs Nepesil A0X0a.

BHCTpLI BHIB0R CPEACTE Ha MOGYI0 KapTy
© Baxxa Benapycu

— 4 > 2

0.00USD 000USD 0.00USD 0.00USD 0.00USD  OUSD

Mzt npwsann peluesHne OTKPEIT: J0C BO
AUDCAD " AUDCAD rpaxasH Eenspycn. NOCKONEKY 370 § aAnR

aznpowa, Tak M anA Genopyccos.

[eno & TOM. UTO H3 A3HHLH MOMEHT POCCHUMCENN 133

TIHOEATCA CIMLM BOCTPESOE3HHEIM 3 MMpoBOM peikke. Bo
BOSX CTP3H3X MWP3 CTPEMHTENSHO PACTET CNPOC H3 Ero
nokynxy. Mo 3T0# NPIUMKE Msl DELLANN YESHUMTE 05 BeMb
NPOMIB0ACTEE ra33 & 4 P333 M NPUENEYS NIOAEN CO BoS#
Benapych B £3UeCTsS WHBECTOPCS

Mockoneky LEHE HE r33 ceiuac BeICTpO MEHRIOTCR, BCE, KTO
OO0 Y43CTBYWT B npoekTax M33npomMa, NoNyJYaKT B CPEaHEM no
$200-58,500 202083 SKEMECAUHO.

$6.5617

¥ NPOJATL A KYTMTL

OTKPLITHIE NOIMLMN



CyTb CXeMb

MOLLUEeHHUMKWM CcOo30atoT dKKayHTbl B COUCETAX N Ha
TOPIroBbIX NMNJ10LWaOgKaxX.

Pa3mellatoT GOTO ToBapa Mo 3aHMKEHHOMN
CTOMMOCTMW.

N non pasnmMyHbIMU NpensioramMmm y6e)+(£|,aI-OT
nepeBecCctn geHe>XHble CpeCTBa B Ka4veCTBe
MNOSTHOW NI YaCTUYHOU npenoriyiatbl.

NMpoBepbTe cylllecTBOBaHWE MarasnHa, NO3BOHUB
no 6enopyccKkomMy HoMepy,

OLUeHUTEe AaTy CO3AaHNA aKKayHTa U
HaCTOpPOXUTECb 60/1bLULMM KONTMYECTBOM
noANMMCYHUNKOB 3a KOPOTKOEe BpeM4.

4 by.konfiskat

37 20,5 TbiC. 0

2 Vo My6nukaumm MNoanucumkn MoanucKU
i eccyapbl

\ “?Q\‘J

By

Or3bisbl OT3biBbl foctaska Buneoorsvl.. Mecro

BepxHsas ... KnueHTbl... KnueHTbl... 3uma




POULWINHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KOMUPYIOT
HaCTOALLMN N CO3AAOT PULLINHIOBbLIN CaUT.

Yauwle Bcero 3aBa1ageBatoT NEPCOHAIbHbIMU AaHHbIMMU,
MCNONb3yA NoAaeNbHble CTPaHULbl 6BAHKOB, TeaTpPoBs,
KaNbAHHDIX.

[Mpun BXOAE B 3€PKaNbHbIN MHTEPHET-OAHKUHT UK NPU
NOKyNKe «bnnetoB» Ha GULLMHIOBOM canTe
NO/1b30BaTe/Ib BBOAUT CBOU INYHbIE AAHHbIE, B TOM
yucne koa n3s CMC.

2TUMU AdHHbIMWN 3aBN1ageBaloT MOLUEHHUKHA
N coBeplialot XxmueHume geHeXHblX cpeacTB.

NHTepHeT-aapeca
H6enopyccKknx opraHmn3saLum
pacnonaratoTca B
HAUMOHA/IbHOM CErMeHTe
UHTepHeTa —

NOMEHHOMN 30He «BY».

BCErOA NPOBEPANTE
AZIPEC CTPAHULb,
[OE BBOOUTE
JINYHBIE OAHHDIE.



hitps//asb24-ibank.com

@ B] Cucrema «Muteprer-Gankuur: X Cucrema «MHTepHET-BaHKMH» |

>O 8 hitps://asb24-ibank.com

WUHTEPHE T-BAHKUHT a4/

BXO/ &
cHcTemy

>
~

KAPT VISA
VISA W MAUYCRAY

6 -2

| eclanyam

+375 17 218.84.31 https://asb24—ibank.com

Yacro
3a3saemuie

BXof MHCTpysyms Online-

yepea MCH NONLIOBATENR pemcTpaums BONPOCH

Faan }Q

LAPTH X008
ossit CMC-xon
W Ub - ”acoqb)

Axymn!

B Bonswod rearp co
coykoR no kapre Visy >

C xaprouon Visa

Benapycbanm moxso

nomyvuTe 10 pyb. wa

\ NOKYTIRN 8 MoDWMEDX
M RIMNEX

Benapycbarca

MHTepHeT-agpec
ochmumansHOM

Yeaxaewsie knuenTs, Gyasre GanTenbHui CTPpaHMULLbI

Sinios Swcrasey DTS CeiRouy ocymecTRRERTS & https://ibank.asb.by/

ouuUMansHOro canTa Ganxa, He nepexoauTe NO NOACIPUTENBHEIM



NONIb3YUCA BE3ONACHO
@' ’f.',c
‘

https:// 6aHk
https:// nocraBka

noanVETECb MOOUIbHbIMM npunoXXeHnamum GELTE]

MepexopuTte B UHTEPHET-6AHKUHT TONbKO C 0(pMLMANbHOrO CaUTa
6aHKa

MpoBepsitTe appec MHTEpHET-6aHKUHIa B aApeCHOIM CTPOKe, Mexay
nocneaHein TOMKOM U NepBOi HAK/IOHHOM YePTOM AO/MKHO ObITb

TonbKo TaK .by/

AKTUBUpYITE Ha KapTe, UCNONb3yeMOM AN OHNaWUH-MIaTeXeH,
yenyry 3-D Secure (noaTeBepxxaeHue nnarexen SMS-koaom)

He nepexoaute B UHTEPHET-6QHKMHI NO CCbIKAM B MOMCKOBbIX
cucTeMax

R B He ucnonb3yiite SMS-koapbl 0T 6aHKa U Kog, ¢ 060pOTHOM CTOPOHI

4@ KVIBEPNPECTYMHOCTY KapTbl A9 NO/y4EHUs1 AEHEXHbIX CPEACTB
#_;’g? YBA BUTEBCKOIo
% R TOTKOMA He nepexoauTte no ccbinkaM U3 coo6LLEHMI AN AOCTYNA K

MHTEPHeT-6aHKMHIY U MHbIM CEpBUCAM WU YCayram




OeHe)XHble nepeBoAbl

MOLUeHHUKMU o[,
PA3NMNYHbIMU
npeg/sioraMmm

“BblITArmBatoT’ U3

KepTB OEeHbIN.
denkoBble MarasuHbl
npegfjiaratoT
nepeBecTu
NpegonsaTty 3a ToBap
Ha cyeT nnu blK.

Koabl 3 coobLeHunm

LudposBblie koAbl U3
CMC B COBOKYMHOCTM
C ApyrmMm gaHHbIMM
npenocTaBnatoT
AOCTYnN K cepBuUcam
N, B HEKOTOPbIX
cnyyaax, gatotT
BO3MOX>HOCTb
0POPMUTL OHTANH-
KpeauT.

JINdHbIe AaHHbIe

OrpaHunybTe
pacnpocTpaHeHue
JINYHbIX AAQHHbIX
MOLLUEHHUNKN
MCMOMNb3YIOT
HenpoceTn 1 co3natoT

ann-pemnkn (ronocosble
iz
BMOEOMN3006paXKeHNSa).

O6nayHble
naponm

K pa3HbIM cepBUucam
pa3Hble Nnaponu
CocTaB napong

MeHeoyxep naponen
O6na4Hble naponu
(oBYyxdaKTOopHaqa
ayTeHTUPUKaLUMA) K
cepBUCaM.




a5 Unba 3 a

TpeHA pacnpoCTPaHAETCA B MONOAEKHON KNOepcpese. [

CyTb CXeMb

3aKnto4yaeTca B TOM, 4ToObl cO34aThb
HebnaronpuaATHYO 0O6CTaHOBKY rocopraHam,

HAPYLWUTb PEXMUM UX paboTbl UM OTOMCTUTDL e
cBoemy 06UAYNKY, CO3aaB ANA Hero npobaembl =

C NPaBOOXPaHUTE/IbHbIMU OpPraHamMm.

He Mano .51

Ecnn ¢ 16 unu 18 10 HopMm

>

OTBeTCcTBEHHOCTb HacTynaer ¢ 14 nert
U npeaycMmaTpuBaeT BNAOTb A0 7 nert
nuweHua ceoboapbl.

C14 555

HanucaHo 7 net 310 MakCUMyM ;.55

MUHUMYM WTPAD 16550




Aponbl — ntoaun, NnpeaocTaBaatoWmne
cBou GaHKOBCKUE PEKBU3UTHI ANA
TOro, Ytob6bI Yepe3 ux
NPOMEXKYTOUHbIE cYeTa NPOBOAUNUCD
NOXWULLEHHbIE AEHbIN.

[lna noncka AponoB MOLEHHUKMU
pa3smeLllatoT pasinyHbie
06bABNEHUA C BaKAHCUAMMU.

OTBETCTBEHHOCTb 3a MPOUCXOXKAEHME
npoweAawmnx no 6aHKOBCKMM cHeTam
AEeHEer HecyT BNagenblibl TAKUX CHETOB.

Cratben 222 YK
npeaycMoOTPEeHO HaKa3aHue
BnAoTb Ao 10 net

NnuweHuna ceoboapil.

Uropb 3yee

MUWHUCTEPCTBO TPyAa U COLMA...
=== % BHUMaHWe, MOLIEHHNYECKA...

Onnatum cpasy Ha pyku nocne
BbINONIHEHUA pabotbl

3apnanata 8000 py6newn

Hy>XHbl ntoam ans pacnakosBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B JIC no nosBoay

pa6otb! Muwwure

cropa:@

Deleted Account

Liudposas rpaMoTHOCTb
BukTopuHa

CpOYHO HYXXHbl NHOAN Ha
BakaHcuio "TaiHbI NnokynaTtens"
ctaBka 75K B mecsl. lNucatb
croga:([@

Ouana KypauHa

BEB{ Lindpoeas rpamoTHOCTb
MAlTE MoLeHHUYeCcKHue CXembl C UC...

Hy>XHbl nt0an ANa peknamsbl.
Onnata ot 50 000 B MmecsL,
MuwnTe croga:(@

TxeDcVI cpr

Uudposasa rpamoTHOCTD
BUKTOpUHa

Hy>XHbl Kypbepbl B TBOEM
ropoge c ctabunbHoOM
onnatou Tpyaa. Nucatb

cropa:@

NaNa Suliman Y& 38300

MuHKCTEpCTBO TpyAa U coyuma...
=== % BHUMaHu1e, MOLLIEHHUYEeCKa...

Hy>XHbl yNu4Hble
doTtorpadsbl, onnata 300-500
pyéneit 3a doto. MNMucatb

Nl croga:@

MUHMCTEPCTBO TPyAa U CouMa... ‘.
=== % BHUMaHWe, MOLIEHHUYEeCKa...

3 CPOYHO HA MAPY YACOB

- 3¢ 3A34ACA 5.000 TbICAY
HA PYKW 5¢ TIJTATUM CPA3Y
- MO OKOHYAHWUIO CMEHbI '«
+ [luwwure! - @



ONEPALIUU C KPUNTOBANIIOTOU

[TopAaoK OCYyLLEeCTBNEHWs

CAENI0K C KPUNTOBANOTOW onpeaener

YKazom lpe3ngeHTa ot 17.09.2024 N2367

«0O6 obpauweHUn LnMPpoBbIX 3HAKOB (TOKEHOB)>:

PASPELWLEHO

[MToKynaTb TOKEHbI (KpMNTOBaNIOTY) 33
AEHEeKHble CpeacTBa TO/IbKO Ha
H6enopycckmx KpMNTobumprKax, ABAAIOLLNXCA
pe3naeHTamu lNapKa BbICOKMX TEXHOOTUA.

ObmeHMBaTb TOKEHbI HAa APYrue TOKeHbl Ha WAl _'-‘ "\
v : ———
Nobbix Kpuntonnatpopmax 6e3 orpaHNYEeHUN. '~

SANPELUERO

[MoKynaTb MK NPoAaBaTb TOKEHbI
(KpMnTOBaNOTY) 33 AEHEXKHbIE CPEeACTBa
Ha MHOCTPAHHbIX KPUNTOBMPIKaX

Ny GU3NYECKUX TNLL.

M

-~ .‘\.\ \



byabte 6autenbHbI!
JTU 3HaHUA NOMOTYT Bam
COXPaHUTb BalWU AeHbrn!

[ NaBHOe yrnpaBneHme

MO NMPOTMBOOENCTBUIO KMOEPMPEeCTYNMHOCTU
KPUMUWHANbHOW MU

MB/[ Pecnybnmkmn Benapycs.




